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Educational program 7M06301 Integrated information security was approved at the
meeting of K.I. Satbayev KazNRTU Academic Council
Minutes No 10 dated «06» 03 2025.

was reviewed and recommended for approval at the meeting of K.I. Satbayev
KazNRTU Educational and Methodological Council
Minutes No. 3 dated « 20 » 12 2024.

Educational program 7M06301 Integrated information security was developed by
Academic committee based on direction 7M063 Information security
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General information
Ne Field name Note
1 | Code and classification of the field of| 7M06 Information and Communication Technologies
education
2 |Code and classification of training| 7M063 Information security
directions
3 | Educational program group MO095 Information security
4 | Educational program name 7M06301 Integrated information security
5 |Short description of educational The professional activities of graduates include:

program

science, education, state and departmental structures,
the economy and industry of the state, the field off
healthcare.

The objects of professional activity of graduates of the
master’s program include:

— public administration bodies;

— information security departments and departments off
departmental organizations;

— information security departments, IT departments and
departments of financial organizations;

— information security departments, IT departments and
departments of industrial enterprises;
higher educational institutions and
institutions;

— departments and departments of information security|
of state organizations and commercial structures.

The main functions of the professional activity of
undergraduates are: conducting research in the field of
information security and security; audit, vulnerability]
analysis and investigation of incidents in information
security systems; design, implementation, operation,
administration, maintenance and testing of information
security systems of enterprises.

Avreas of professional activity, the following:

— design, development, implementation and operation
of information security systems;

scientific

F KazNRTU 703-05 Educational program



NON-PROFIT JOINT STOCK COMPANY «KAZAKH NATIONAL RESEARCH TECHNICAL UNIVERSITY
named after K..SATBAYEV»

— analysis, testing and identification of system
vulnerabilities;
— information security audit.

6 |Purpose of EP Training of specialists in the field of
infocommunication technologies and information
security technologies (electronic digital signature,
identification infrastructure, protection of network
protocols, antivirus protection, content filtering, etc.).

7 |Type of EP New EP

8 | The level based on NQF 7

9 | The level based on IQF 7

10 |Distinctive  features  of  the The program is focused on training professional

Educational program specialists in the field of information security|
management. Unlike the existing educational programs
in the field of information security, it is planned to
actively expand the graduate's training towards the use
of world practice and information security standards,
which will provide him with advanced training.

11 |Education form Full - time

12 | Period of training 2 years old

13 | Amount of credits 120

14 | Languages of instruction Russian, Kazakh, English

15 | Academic degree awarded Master of Technical Sciences

16 | Developer(s) and authors: Aitkhozhayeva Y. Zh., Begimbayeva E.E.,
Satybaldiyeva R.Zh., Yubuzova Kh.I.
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